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“The talent shortage is the 
biggest challenge to 

semiconductor industry
growth in Europe.”

— H. Schoder, VP of HR, X-FAB Group, 2022

https://www.semi.org/en/blogs/technology-trends/pact-for-skills-x-fab-on-opportunities-for-Europe%27s-semiconductor-industry-growth
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Regulatory Initiatives: Closing the Workforce Gap

EU: “Chips Act” of 2023

Public Investments: $ 8.1 bn
Private Investments: $13.7 bn

https://ec.europa.eu/commission/presscorner/detail/en/qanda_23_4519

US: “CHIPS and Science
Act” of 2022

Combined Investments: $  52.7 bn
For Security: $500    m

https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-
and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/

European Commission. Directorate General for Communications Networks, Content and Technology. LU: Publications Office, 2022
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How many of your new hires have a 
background in reverse engineering?

Zero.
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Threats to the Semiconductor Supply Chain
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multitude of not necessarily mutually trusting entities
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Malicious ManipulationsCounterfeit Devices

US 2011: $7.5 billion annual loss

2018

SIA President Brian Toohey, SASC Hearing, November, 2011

ZeptoBars, CC BY 3.0, via Wikimedia Commons

Real-World Cases
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What can we, as a community, 
do to support the next 

generation of HRE 
professionals?
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… so we asked your opinion

HARRIS Workshop 2024, Bochum, Germany
35 participants

Hardwear.io USA 2023, Santa Clara, USA
46 participants

Survey with attendees from two leading events in HRE
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Most Reverse Engineers are Independently Taught

How important were the following 
environments for gaining your 
experience in HRE?



10Training Hardware Hackers | HARRIS 2025 | René Walendy | 2025-03-18

Most Reverse Engineers are Independently Taught
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Central Threat Protection Goals

How would you rate the practical 
relevance of protecting integrated circuits 
against the following attack scenarios?
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Central Threat Protection Goals
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Can current hardware security 
education meet this demand?
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Mapping the Trenches

13 courses discovered
at 10 institutions
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Educational Focus

Cryptology & IT Security

Very-Lage-Scale Integration 
(VLSI)

Attacks & Defenses

Hardware Reverse 
Engineering

Fundamentals &
Forward Engineering

Hardware Security

10/13

8/13

13/13

7/13 3/13
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Threat Models

Cryptographic secret extraction (12/13)

Hardware Trojans (11/13)

Key and Pirate Flag icons created by Freepik on Flaticon

Intellectual property infringement (8/13)

Defenses taught under those 
models assume well-known 

attacks!

HRE methods can help with
forensics and attribution.
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First Insights: How to Teach HRE?

Lectures
Conveying declarative knowledge
(“facts about the skill”)

Practical Projects & Exercises
Building procedural knowledge
(skills & fluency)
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First Insights: How to Teach HRE?

– True et al. 2023

– Karam et al. 2022

Practical Projects & Exercises
Building procedural knowledge
(skills & fluency)

Cost-effective approaches:

• Hardware simulations

• Reprogrammable hardware (FPGA)

Qualification icon created by Freepik on Flaticon
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Where to go from here?
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Recommendations

Teaching icon created by by rddrt on Flaticon
Microscope icon created by Freepik on Flaticon
Public Data icon created by Elzicon on Flaticon

On materials & pedagogical principles
• Extend coverage of HRE content in hardware security courses
• Lectures & Labs – Use simulations & reprogrammable hardware

On labs & real-world experience
• Release interesting datasets under open license
• Align courses more closely with industry requirements

On resources & transparency
• Archive your materials & make them discoverable
• Upcoming guidelines should include evaluation criteria
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Let’s work towards sharing 
hardware security 

materials more freely!
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Thanks for your attention!
Any questions?

Check out our paper

s.gwdg.de/QBx7cL

© Julian Speith, MPI-SP, 2023
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