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Importance of Reverse Engineering Microchips
Some examples

• Enhancing safety and privacy

• Innovative industry influence

• Historical preservation

• Intellectual property infringement detection



A Challenge

Precisely segmenting the 
distinct patterns that are 
printed on the silicon base layer 
of the chip. 

A challenge in reverse-engineering microchips



Current Technology and Industry

(a) FIB

(b) PXCT

• Focused Ion Beam (FIB) milling

• Ptychographic X-ray 

Computed Tomography (PXCT)

• Expensive machinery

• Growing trend of chip designs diversity

• Other approaches to reverse engineering?

Intlvac Thin Film Corporation. 

(n.d.). Nanoquest System – Ion 

Beam Sputtering and Etching 

Platform. Retrieved March 22, 

2025, from 

https://www.intlvac.com/Systems/I

ntlvac-Systems

Holler, M., Odstrčil, M., Guizar-Sicairos, 

M., Lebugle, M., Frommherz, U., Lachat, 

T., Bunk, O., Raabe, J., & Aeppli, G. 

(2020). LamNI – an instrument for X-ray 

scanning microscopy in laminography

geometry. Journal of Synchrotron 

Radiation, 27(3), 730–736. 

https://doi.org/10.1107/S160057752000

3586

https://www.intlvac.com/Systems/Intlvac-Systems
https://www.intlvac.com/Systems/Intlvac-Systems
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Another Approach

• Die-Polygon-Capturing (DPC)

• Effective for simple microchips

• Hobbyist community of engineers

• Cheaper and more accessible

• No scientific literature  

• Time-consuming for a person with 

expert knowledge
Robert Baruch, “Reverse Engineering a Simple CMOS Chip,” 

October 11, 2018, https://www.youtube.com/watch?v=FMdYuGpPicw.



Robert Baruch, “How I Reverse Engineer a Chip,” April 23, 2017, https://www.youtube.com/watch?v=r8Vq5NV4Ens.



The Dataset

• Blog on Visual6502.org 

• AMD 9085D CPU Chip

• Image per label

Visual 6502 Project. 8085 Die Shots. 

Retrieved from http://visual6502.org/images/pages/8085_die_shots.html

http://visual6502.org/images/pages/8085_die_shots.html








The Dataset

• Blog on Visual6502.org 

• AMD 9085D CPU Chip

• Image per label

Visual 6502 Project. 8085 Die Shots. 

Retrieved from http://visual6502.org/images/pages/8085_die_shots.html

http://visual6502.org/images/pages/8085_die_shots.html


Automating a Time-Consuming Segmentation
• Comparison of neural network model configurations

3
Image sizes

4 2
Types of dataset 

preprocessing
Types of U-Net 
architectures

• Extensive data augmentation to enlarge the dataset



Ronneberger, O., Fischer, P., & Brox, T. (2015). U-Net: Convolutional Networks for Biomedical Image Segmentation. arXiv preprint

arXiv:1505.04597. https://doi.org/10.48550/arXiv.1505.04597

https://doi.org/10.48550/arXiv.1505.04597




Proof of Concept 
• Top performing model configurations show promising results 

for automation



Largest error-clusters for the metal label 
compared to their input. 

Largest error-clusters for the diffusion label 
compared to their input (concatenated). 

Largest error-clusters for the polysilicon label 
compared to their input (concatenated). 

• Error analysis





• Error analysis



Limitations & Future Work

• Generalization 

• Encourage to label and open-source microchip designs. 

• Unsupervised techniques

• Inspire future research



Karahan, E.A., Liu, Z., Gupta, A. et al. Deep-learning enabled generalized inverse design of 

multi-port radio-frequency and sub-terahertz passives and integrated circuits. Nat Commun 15, 

10734 (2024). https://doi.org/10.1038/s41467-024-54178-1
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