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> EDF R&D (Paris-Saclay)
> Industrial company

> Electricity producer & provider
> Fredéric Silvi & Arthur Villard

> LAAS-CNRS (Toulouse)
> Academic laboratory
> System architecture & analysis
> Vincent Migliore & Vincent Nicomette
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Context: Industrial Control System
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Context: Industrial Control System
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> Programmable Logic Controller
> Dete rm i n iStiC be haVior Existing Infrastructure

>Real-Time constraints | et

> Critical systems
> Safety functions .
> Qualification
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>COTS PLCs
> Leg acy AMD 7 Series Solution
> Strict needs

Communication
+ Safety Module

Artix™ 7 FPGA MAC

Industrial MAC
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ieldbus

Stacks MAC

MAC
Isolated
Safety Digital 1/0
& PWM
Motion

Control Analog
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> [ndustrial FPGAs
> Low-Power
> Reliable
> Reconfigurable

PCle Backplane
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> Threat scenario
> Low-level attacks
> Close to hardware
> EX: Microarchitectural malwares, trojan horses

> Proposed solution

> Low-level detection metrics for:
> Anomalies (light systems)
> Signhatures (known attacks)
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> High detection efficiency with

Device 1 Device 2 e Device n

> Low overhead o | R
e\ e\ H"Ls\-/.s,'lhes Q\

> Low execution time 1 v
li f} — f

> But... events from a e

>small and predefined Ilst
> Let’'s create that for security!
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(Optional) Slow clock domain

|
: |
Processor Core ’ Interrupt : Detection Module !
: (Hardware) !
Detection Module ! :
(Software) Probe = Detection i
1 : patterns :
|

Other Probed signals | |
|
components [p. 2 | MMIO registers !
A S |

| master System Bus slave

u Target System ] MATANA ] MATANA

(open source) Probes and Connections Detection Module
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—— Microarchitectural signals analysis
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> Contributions

> A generic platform to monitor a large variety of
microarchitectural signals

> An experiment-based methodology on this
platform to craft Hardware Security Counters
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Use LiteScope to monitor a SoC
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Figure 2: Card Block Diagram with SFP-DD Interface
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— LiteScope Analyzer modifications
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. analyzer_signals = [
> SIZIHg (number Of CIOCk # IBus (could also just added as self.cpu.ibus)

self.cpu.ibus.stb,
(:)/(:IEBE;) self.cpu.ibus.cyc,
self.cpu.ibus.adr,
self.cpu.ibus.we,
self.cpu.ibus.ack,

>Signals Iength: 204 bits self.cpu.ibus.sel,

self.cpu.ibus.dat_w,

> [)GBF)tr]: (3_4163‘1() t)itf; self.cpu.ibus.dat_r,
> Clk CyC = 32168 # DBus (could also just added as self.cpu.dbus)

self.cpu.dbus.stb,
self.cpu.dbus.cyc,
self.cpu.dbus.adr,
self.cpu.dbus.we,
self.cpu.dbus.ack,
self.cpu.dbus.sel,
self.cpu.dbus.dat_w,
self.cpu.dbus.dat_r,
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Two system configurations
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> OT: Operational Technology (Industrial machines)
> Lite/no CPU
>RT/no OS

> |T. Information Technology (Computer systems)
> Medium/complex CPU
> Lite/full OS




== Experiments: data labels and ML I
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> Data collected from

> Benin benchmarks: Coremark, Embench,
MiBench

> Malicious ones: CSCA + ROP + ...
> With or without trojans

> Then use Machine Learning models to
determine the main relevant signals
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> 1) Microarchitectural and control-flow attacks
> Software

>2) Hardware Trojan Horses
> Gateware

> 3) Reverse-Engineering / Forensic
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2= 1) Software attacks I
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> Prime + Probe

> Instruction signals, memory access (addresses), HPCs
(cache events)

> Return-Oriented Programming
> 32-bit instruction signal (jump), 1-bit instruction valid signal

> RISC-V Spectre, Rowhammer, Meltdown
> To be determined...
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> Design inserted trojans (HDL)
> RTL and gates levels (user or CAD/EDA tools)

> Bitstream modifications
> Netlist RE (HAL Hardware Analyzer)
> Corrupted synthesis (trusting trust)

> Multiple impacts/effects
> Processor core, peripherals, ...
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> Black-box component, characterization of
> Platform (board)
> 3S0C (cores)
> RISC-V Soft-CPU

> Firmware / OS

> Keeping logs for future investigation
> |nside a TEE?
> External extraction?
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> MATANA Framework
> https://qitlab.laas.fr/matana

> RISC-V ROP Generator
> https://qgitlab.laas.fr/matana/bench/rop-generator

> Contact: lucas.georget@laas.fr (or edf.fr)
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