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Instruction semantics are hard
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We should automate this
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» Specify only the essentials:
> Description of CPU state
> CPU Observer

» Automatically infer the rest

CPU semantics



Instruction Execution Observation
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How do we automate everything?
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Dealing with long instructions

10111000 01111000 01010110 00110100 00010010



Dealing with long instructions

10111000 (01111000 01010110 00110100 00010010

|

Immediate value: 0x12345678




Dealing with long instructions

10111000/(01111000 01010110 00110100 00010010

| |

Operand: RAX Immediate value: 0x12345678




1@111[@@@][aaaaaaaa dddadadaaaa aaaaaaaa aaaaaaaa]

| |

Operand: RAX Part A: Immediate Value



1@111[bbb][aaaaaaaa ddddadaaa aaaaaaaa aaaaaaaa]

| |

Part B: Operand Part A: Immediate Value
{000 = RAX, 001 = RBX, ... }
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CPU-specific semantics
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Analyzed CPUs

Architecture A, Ay A, Ag A,

AMD AMD Intel i9 Intel i9 Intel Xeon

CPU 3900X  7700X 13900 (p) 13900 (e) 4110
Cores 24T/12C 16T/8C  16T/8C  16T/16C 2x 16T/8C
Time taken 7 weeks 14 weeks 21 weeks 13 weeks 14 weeks
Encodings 118025 118019 117605 118135 117229
Undocumented

Encodings’ 2693 3339 0 0 0

UB synthesized 91% 90% 91% 90% 90%

' copies of the VPERMQ* instructions with VEX.W = @.
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Comparing x86-64 implementations

Group  #Encodings A, A, A, A3 A,
Group O 951770 @ W B B N
Group 1 4777 B B ® A ©
Group 2 25717 B B

Group 3 1602 m ® ® m O
Group 4 604 H ® A VvV O
Group 5 581 @ H ® ® O
Group 6 101 B W B N
Group 7/ 40 H B BN
Group 8 29 H BN
Group 9 24 ]
Group 10 16 @ H H ® O
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Fingerprinting CPUs

X0r rdx, IdX

X0Y Trax, Irax

add dl1, 1

mul eax

setp rl13b

setz rl4db

lea rdi, [rip + 2]

xor r15b, rl15b

vpclmulhglgdg ymm@,ymml, ymm2
mov rl15b, 1



Fingerprinting CPUs

X0or rdx, rdx

X0 Trax, Irax

add dl, 1

mul eax

setp r13b

setz rl4b

lea rdi, [rip + 2f]

Xxor r15b, r15b

vpclmulhglqdgq ymm@,ymml, ymm2
mov r1l5b, 1



Semantics available on: explore.liblisa.nl

## 00D3 on 3900X, 7700X, i9-1 X + hd - 0O x

& C QO B nhtipsirexplore.liblisa.nl/instruction/00D3 mw L B =

3900X | 7700X | 19-13900-p | 19-13900-€ | Intel-Xeon-Silver-4110

00000000 110bb0aa

Parts

=Rax uﬁcx uﬂdx m
Eﬂax uﬁcx ﬂHhx

ME"‘IOI)I’!.‘r accesses

Addr(mg) = Hipo--r (2 bytes)

Output Dataflows simulate =

Rip = 0x2 +sbe( Rip ) (64 bit)
a7

a:T
m = sbe[q ) +sbe(m ) (8 bit)

CF' = Select[8:9]( Cropla](sbe(% ) ) + Crop[8]( sbe(E 1)) (1 bit)
L:] -]




Future work



Future work: validation of existing semantics

Instruction

libLISA

Das-

gupta
et al.

BAP

Ghidra

IDA (?)

0000000 110bb0aa

(assert (= (L
extract 7 0)
out_rRAX) ((_
extract 7 0) ((_
extract 7 0) ((_
zero_extend

120) (L ex-

tract 7 0)
(bvadd (C
sign_extend

120) (_ ex-

tract 7 0) (_
zero_extend

120) (C ex-

tract 7 0)
rRCX)))) (C
sign_extend

120) (L ex-

tract 7 0) (_
zero_extend

120) ((C ex-

tract 7 0)
rRAX)N)))

(assert (= rRAX
(concat (
(_extract 63

8) rRAX)

((_ extract

70)

(bvadd (con-
cat #b0 ((_ extract
7 0) rRCX))

(concat

#b0 ((_ extract 7

0) rRAX))

D))

10111011 11bbbaaa




Validation of BAP

Comparison report

Summary

This report describes the comparison results against libLISA. Out of the 494 variants that were analyzed, errors were found in 211 variants:

ADC32mr ADC32rm ADC64miB ADC64rr_REV BSR32rm |BSR32rr BT32mr BT64mr BTC32mr BTC64mr BTR32mr

BTR64mr BTS32mr BTS64mr CMPXCHG16B FNSTCW16m | IMUL32m IMUL32r | IMUL8m  IMUL8r MMX_MOVD64fromé4rm

MMX_MOVD64mr MMX_MOVD64rm MMX_MOVD64to64rm MMX_MOVQ64mr MMX_MOVQ6E4rm | MMX_MOVQ64rr_REV = MMX_PADDBirm

MMX_PADDDirm MMX_PADDWirm MMX_PADDWirr | MMX_PALIGNRrmi MMX_PALIGNRrri | MMX_PANDNirm MMX_PANDirm

MMX_PAVGBirm MMX_PAVGBirr MMX_PAVGWirm | MMX_PCMPEQBirm MMX_PCMPEQDirm | MMX_PCMPEQWirm A MMX_PCMPGTBirm

MMX_PCMPGTDirm MMX_PCMPGTDirr | MMX_PMAXSWirm MMX_PMAXUBirm MMX_PMINSWirm MMX_PMINSWirr @ MMX_PMINUBirm

MMX_PORirm MMX_PSLLDri MMX_PSLLDrm MMX_PSLLQri MMX_PSLLQrm MMX_PSLLQrr MMX_PSLLWri MMX_PSLLWrm

MMX_PSLLWrr MMX_PSRADrm MMX_PSRLDri MMX_PSRLDrm | MMX_PSRLQri MMX_PSRLQrm  MMX_PSRLWrm MMX_PSRLWrr

MMX_PSUBBirm MMX_PSUBQirm MMX_PSUBWirm | MMX_PUNPCKHBWirm MMX_PUNPCKHBWirr MMX_PUNPCKHDQirm

MMX_PUNPCKHWDirm MMX_PUNPCKLBWirm A MMX_PUNPCKLDQirm A MMX_PUNPCKLWDirm MMX_PXORirm  MOV1éms  MOV32rs

NEG8m | NOT32m POP64rmm ROL32Zml ROL32mCL ROL32ml1i ROL32rCL ROL64ml1 ROL64mi ROL8S8mMCL ROL8m1 ROLS8ri

ROR32m1 ROR32mCL ROR32mi ROR64ml1 ROR8m1 ROR8M1 ROR8rl ROR8Bri SAR64rCL SAR8m1 SAR8rCL SBB32mr

SBB32rm SHL8m1 SHLD32mri1i8 SHLD32rri18 SHLD64mr18 SHLD64rri18 SHR8m1i SHRD32mri8 SHRD32rris8

SHRD64mri8 SHRD64rri8  VMOVDDUPrm VMOVSHDUPYrm VMOVSHDUPrm ' VMOVSLDUPYrm  VMOVSLDUPrm @ VPADDBYrm

VPADDBrm  VPADDDYrm VPADDQYrm VPADDQrm | VPADDQrr VPADDWYrm VPADDWrm VPALIGNRYrri | VPALIGNRrri

VPAVGBrm VPAVGBrr | VPAVGWYrm | VPMAXSWYrm ' VPMAXUBYrm VPMAXUBYrr  VPMAXUBrm @ VPMAXUDrm @ VPMAXUDrr

VPMAXUWYrm VPMINSDYrm | VPMINSWYrm VPMINSWYrr VPMINSWrm A VPMINUBYrr VPMINUBrm VPMINUBrr VPMINUDYrm

VPMINUDrm | VPMINUWYrm VPMINUWrm VPSHUFDYm1 VPSHUFDYri | VPSHUFDm1i VPSHUFDri  VPSLLDQYri VPSLLDYri

VPSLLDri | VPSLLDrm  VPSLLQYri VPSLLQYrm  VPSLLQri VPSLLQrm VPSLLWYrm VPSLLWrm VPSRADYrm  VPSRADrm

VPSRADrr | VPSRAWYrm  VPSRAWrm | VPSRLDQYri VPSRLDYri VPSRLDYrm  VPSRLDYrr VPSRLDri | VPSRLDrm | VPSRLQYri

VPSRLQYrm ' VPSRLQri VPSRLQrm VPSRLQrr  VPSRLWYrm VPSRLWri VPSRLWrm VPSUBBYrm VPSUBBYrr ' VPSUBBrm

VPSUBDrm VPSUBQYrm VPSUBQrm  VPSUBWYrm @ VPUNPCKHBWrm VPUNPCKHDQYrm VPUNPCKHDQrm VPUNPCKHQDQYrm

VPUNPCKHQDQrm  VPUNPCKHWDYrm VPUNPCKHWDrm VPUNPCKHWDrr VPUNPCKLBWYrm | VPUNPCKLBWrm VPUNPCKLDQYrm

VPUNPCKLDQ@rm VPUNPCKLDQrr VPUNPCKLQDQYrm VPUNPCKLWDYrm VPUNPCKLWDrm ' VXORPDrm VXORPSYrm @ VXORPSrm

XADD32rm  XADD64rm = XCHG32rm




Comparison report

Summarv

I
. Out of the 494 variants that were analyzed, errors were found in 211 variants:

MMX_MOVD64mr MMX_MOVD64rm MMX_MOVD64to64rm MMX_MOVQ64mr MMX_MOVQ64rm MMX_MOVQ64rr_REV  MMX_PADDBirm

MMX_PADDDirm MMX_PADDWirm MMX_PADDWirr MMX_PALIGNRrmi MMX_PALIGNRrri MMX_PANDNirm MMX_PANDirm

MMX_PAVGB1irm MMX_PAVGBirr MMX_PAVGWirm MMX_PCMPEQBirm MMX_PCMPEQDirm MMX_PCMPEQWirm MMX_PCMPGTBirm

MMX_PCMPGTDirm MMX_PCMPGTDirr MMX_PMAXSWirm @ MMX_PMAXUBirm MMX_PMINSWirm | MMX_PMINSWirr @ MMX_PMINUBirm

MMX_PORirm MMX_PSLLDri MMX_PSLLDrm  MMX_PSLLQri MMX_PSLLQrm | MMX_PSLLQrr MMX_PSLLWri MMX_PSLLWrm

MMX_PSLLWrr | MMX_PSRADrm | MMX_PSRLDri MMX_PSRLDrm MMX_PSRLQri MMX_PSRLQrm MMX_PSRLWrm MMX_PSRLWrr

MMX_PSUBBirm MMX_PSUBQirm MMX_PSUBWirm MMX_PUNPCKHBWirm MMX_PUNPCKHBWirr MMX_PUNPCKHDQirm

MMX_PUNPCKHWD1irm MMX_PUNPCKLBWirm MMX_PUNPCKLDQirm  MMX_PUNPCKLWDirm MMX_PXORirm MOV1éms MOV32rs

NEG8m NOT32m POP64rmm ROL32ml1  ROL32mCL ROL32mi ROL32rCL ROL64ml1 ROL64mi  ROL8mMCL ROL8mi ROLS8ri

ROR32m1 ROR32mCL | ROR32mli HROR64m1 ROR8m1 ROR8mM1i ROR8rl ROR8ri SAR64rCL SAR8m1 SAR8rCL | SBB32mr

SBB32rm | SHL8m1 SHLD32mri8 SHLD32rri18 SHLD64mri8 SHLD64rri8  SHR8m1 SHRD32mri8 SHRD32rri8

SHRD64mri18 SHRD64rri8 VMOVDDUPrm VMOVSHDUPYrm VMOVSHDUPrm VMOVSLDUPYrm VMOVSLDUPrm VPADDBYrm

VPADDBrm VPADDDYrm VPADDQYrm VPADDQrm VPADDQrr VPADDWYrm VPADDWrm VPALIGNRYrri VPALIGNRrri

VPAVGBrm VPAVGBrr VPAVGWYrm @ VPMAXSWYrm VPMAXUBYrm VPMAXUBYrr VPMAXUBrm VPMAXUDrm VPMAXUDrr

VPMAXUWYrm  VPMINSDYrm VPMINSWYrm VPMINSWYrr VPMINSWrm @ VPMINUBYrr VPMINUBrm VPMINUBrr | VPMINUDYrm

VPMINUDrm VPMINUWYrm VPMINUWrm VPSHUFDYmi VPSHUFDYri VPSHUFDmi VPSHUFDri VPSLLDQYri VPSLLDYri

VPSLLDri VPSLLDrm VPSLLQYri VPSLLQYrm VPSLLQri VPSLLQrm VPSLLWYrm VPSLLWrm VPSRADYrm | VPSRADrm

VPSRADrr VPSRAWYrm VPSRAWrm VPSRLDQYri | VPSRLDYri VPSRLDYrm VPSRLDYrr VPSRLDri VPSRLDrm VPSRLQYri

VPSRLQYrm VPSRLQri VPSRLQrm | VPSRLQrr VPSRLWYrm VPSRLWri VPSRLWrm VPSUBBYrm VPSUBBYrr | VPSUBBrm

VPSUBDrm VPSUBQYrm VPSUBQrm VPSUBWYrm | VPUNPCKHBWrm A VPUNPCKHDQYrm VPUNPCKHDQrm @ VPUNPCKHQDQYrm

VPUNPCKHQDQrm | VPUNPCKHWDYrm VPUNPCKHWDrm  VPUNPCKHWDrr | VPUNPCKLBWYrm VPUNPCKLBWrm @ VPUNPCKLDQYrm

VPUNPCKLDQrm  VPUNPCKLDQrr VPUNPCKLQDQYrm  VPUNPCKLWDYrm VPUNPCKLWDrm @ VXORPDrm VXORPSYrm VXORPSrm

XADD32rm XADD64rm XCHG32rm




\"CUELS VPADDQYrm

Instruction C55DD45941 decoded as VPADDQYrm(YMM11, YMM4,RCX, 0x1,N1il, 0x41,Nil)

¥ The location Xmm4 should not be modified.

Input Value

RCX 00 OO0 G OO OO OO OO BO

Xmm4 fffffrfffffrfrfrff e frfrffrrffrffrffrfrfrfrrfrrfrrfrfrfffrfEffff
Xmmill O EEEOEEOEOEEEOEEROEEEOEEEOELEEE PO EEEO PORO O OO OO OO VO OO PO OO GO OO OO BO
my QOOEEEEOEOROEOEERPEREEE P EP OO PP EE EEEP PR PO OO VO OL PO OO L OO OO0 PO OO PO
Output Value

ST £ f fF £ fFf fFffffffrffererffoffffffffrerffefffffffffrefififrf

Found: 0000 00000000 OOOO OO0 OOPOPOOO OO OO OO OO OO OOOO VO OO OO OO OO0 00 OO OO 0O

Xmm4

» The location Xmm11l should be updated.

Instruction C4E13DD4ACB3F44309F2 decoded as VPADDQYrm(YMM5, YMM8, RBX, 0x4,RSI, -0xdf6bcOc,Nil)

» The location Xmm5 should be updated.

» The location Xmm8 should not be modified.



Future work: prefixes

all instructions

Privileged instructions
Hardware instructions
Segment selector instructions
(rdtsc, xsave, out, Iss, Isl, ...)

Instructions
out-of-prefix scope

libLISA
OOPSLA'24




Future work: prefixes

0303 = add eax, dword ptr [rbx]
480303 = add rax, gword ptr [rbx]
660303 = add ax, word ptr [rbx]



Future work: prefixes

0303 = add eax, dword ptr [rbx]
480303 = add rax, gword ptr [rbx]
660303 = add ax, word ptr [rbx]
48486648F2F348662E3E4848660303 = add ax, word ptr [rbx]



» automatically infers semantics
» analyzed 5 architectures

* semantics and code are open source




