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Instruction Semantics
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↓

Instruction Semantics
↓

• 𝑟RDI ≔ 𝑟RAX

• 𝑟RIP ≔ 𝑟RIP + 3
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x86 Instruction Semantics
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Instruction semantics are hard

              observed behaviors contradicts
the x86 reference manual

Errors in Intel documentation

Inconsistencies Found in the Intel Manual

Dasgupta et al., “A complete formal semantics of x86-64 user-level instruction set architecture” (PLDI’19);
Heule et al., “Stratified Synthesis: Automatically Learning the x86-64 Instruction Set” (PLDI’16);

Godefroid and Taly, “Automated Synthesis of Symbolic Instruction Encodings from I/O Samples” (PLDI’12)
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We should automate this

• Specify only the essentials:
‣ Description of CPU state
‣ CPU Observer

• Automatically infer the rest

CPU semantics

x86-64

lib
LISA
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Instruction Execution Observation
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How do we automate everything?
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Dealing with long instructions
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Dealing with long instructions

Immediate value: 0x12345678
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Dealing with long instructions

Operand: RAX Immediate value: 0x12345678
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Encodings

Operand: RAX

aaaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa

Part A: Immediate Value
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Encodings

bbb

Part B: Operand
{ 000 = RAX, 001 = RBX, ... }

aaaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa

Part A: Immediate Value
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Analysis Overview
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CPU-specific semantics
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Analyzed CPUs

Architecture 𝐴0 𝐴1 𝐴2 𝐴3 𝐴4

CPU
AMD
3900X

AMD
7700X

Intel i9
13900 (p)

Intel i9
13900 (e)

Intel Xeon
4110

Cores 24T/12C 16T/8C 16T/8C 16T/16C 2x 16T/8C

Time taken 7 weeks 14 weeks 21 weeks 13 weeks 14 weeks

Encodings 118 025 118 019 117 605 118 135 117 229

Undocumented
Encodings¹ 2693 3339 0 0 0

UB synthesized 91% 90% 91% 90% 90%

¹ copies of the VPERMQ* instructions with VEX.W = 0.
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Comparing x86-64 implementations

Group # Encodings 𝐴0 𝐴1 𝐴2 𝐴3 𝐴4

Group 0 95170
Group 1 4777
Group 2 2571
Group 3 1602
Group 4 604
Group 5 581
Group 6 101
Group 7 40
Group 8 29
Group 9 24
Group 10 16
… … … … … … …
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Fingerprinting CPUs

xor rdx, rdx
xor rax, rax
add dl, 1
mul eax
setp r13b
setz r14b
lea rdi, [rip + 2f]
xor r15b, r15b
vpclmulhqlqdq ymm0,ymm1,ymm2
mov r15b, 1

2:
...
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Semantics available on: explore.liblisa.nl
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Future work



Future work: validation of existing semantics

Instruction libLISA
Das-
gupta
et al.

BAP Ghidra IDA (?) ..?

0000000 110bb0aa

(assert (= ((_
extract 7 0)
out_rRAX) ((_
extract 7 0) ((_
extract 7 0) ((_
zero_extend
120) ((_ ex-
tract 7 0)
(bvadd ((_
sign_extend
120) ((_ ex-
tract 7 0) ((_
zero_extend
120) ((_ ex-
tract 7 0)
rRCX)))) ((_
sign_extend
120) ((_ ex-
tract 7 0) ((_
zero_extend
120) ((_ ex-
tract 7 0)
rRAX)))))))))))

(assert (= rRAX
         (concat (
          (_ extract 63
8) rRAX)
           ((_ extract
7 0)
           (bvadd (con-
cat #b0 ((_ extract
7 0) rRCX))
                  (concat
#b0 ((_ extract 7
0) rRAX))
        )))))

... ... ... ...

10111011 11bbbaaa … … ... ... ... ...
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Validation of BAP
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Future work: prefixes

libLISA
OOPSLA'24

all instructions

Instructions
out-of-prefix scope

Privileged instructions
Hardware instructions
Segment selector instructions
(rdtsc, xsave, out, lss, lsl, ...)
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Future work: prefixes

0303 = add eax, dword ptr [rbx]

480303 = add rax, qword ptr [rbx]

660303 = add ax, word ptr [rbx]
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Future work: prefixes

0303 = add eax, dword ptr [rbx]

480303 = add rax, qword ptr [rbx]

660303 = add ax, word ptr [rbx]

48486648F2F348662E3E4848660303 = add ax, word ptr [rbx]
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Summary

lib
LIS
A • automatically infers semantics

• analyzed 5 architectures

• semantics and code are open source

liblisa.nl explore.liblisa.nl github.com/liblisa


